Hashes and Message Digests



« A hash or message digest, Is a one-way function
since it Is not practical to reverse.

A function iIs cryptographicaly secure if it Is
computationally infeasible to find:
0 a message that has a given message digest.
0 adifferent message with the same message digest.
0 two messages that have the same message digest.



Major Algorithms

* Ron Rivest Message Digest MD-family (MD2, MD4 and
MD5): 128-bit
 NIST Secure Hash Algorithm SHA-1: 160-bit.

« They take an arbitrary-length string and map it to a fixed-
length quantity that appears to be randomly chosen.
For example, two inputs that differ by only one bit should
have outputs that look like completely independently
chosen random numbers.



Things to do with a Hash

Authentication

Computing a MAC
Encryption

Using Secret Key for a Hash



Authentication

* Reguirements - must be able to verify that:
1. Message came from apparent source
or author,
2. Contents have not been altered,
3. Sometimes, It was sent at a certain time or
sequence.

 Protection against active attack (falsification of
data and transactions)



Approaches to Message
Authentication

 Authentication Using Conventional Encryption
— Only the sender and receiver should share a key

« Message Authentication without Message
Encryption

— An authentication tag is generated and appended to
each message

« Message Authentication Code

— Calculate the MAC as a function of the message and
the key. MAC = F(K, M)
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One-way HASH function
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One-way HASH function

e Secret value i1s added before the hash and
removed before transmission.
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MD2

It takes a message of arbitrary length and produces 128-bit
message digest.

Padding:

The message must be multiple of 16 octets.

If the message is already multiple of 16 octets, 16 octets of padding are
added,

otherwise r octets (1<=r <=15) are added.

Each pad octet contains the value r.

Note that there must always be padding.

Example:

consider a message m = "abcdefghij"” of 10 bytes,

the value of r is 6 and the message is padded as
follows: "abcdefghij666666".

Checksum: Figure 5-4

A 16-byte checksum is appended to the message before computing the
MD.
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padded message with appended 16-octet checksum
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MDA4

» \Was designed to be a 32-bit word

oriented so It can be computed faster on

32-bit CPUs rather than an octet-oriented
MD?2.



MD5
» \Was designed to be more concerned with
security than speed.

 All the MD family algorithms produce
128-Dbit digests.



SHA-1

* Designed by NIST to produce 160-bit
digests (it is more secure than MD5
but little slower).




HTTP Secure

Hypertext Transfer Protocol Secure (HTTPS) is a combination of the
Hypertext Transfer Protocol with the SSL/TLS protocol to provide
encryption and secure identification of the server. HTTPS connections
are often used for payment transactions on the World Wide Web and for
sensitive transactions in corporate information systems.



The Hypertext Transfer Protocol (HTTP) is an Application Layer
protocol for distributed, collaborative, hypermedia information systems.
HTTPisa request/response standard typlcal of client-server computing. In
HTTP, web browsers typically act as clients, while an application running
on the computer hosting the web site acts as a server. The client, which
submits HTTP requests, is also referred to as the user agent. The
responding server, which stores or creates resources such as HTML files
and images, may be called the origin server.

SSL (Secure Sockets Layer) a protocol developed by Netscape for
transmitting private documents via the Internet. SSL uses a cryptographic
system that uses two keys to encrypt data — a public key known to
everyone and a private or secret key known only to the recipient of the
message. Both Netscape Navigator and Internet Explorer support SSL, and
many Web sites use the protocol to obtain confidential user mformatlon
such as credit card numbers. By convention, URLSs that require an SSL
connection start with https: instead of http:.



« Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL), are cryptographic protocols that provide
security for communications over networks such as the
Internet. TLS and SSL encrypt the segments of network
connections at the Transport Layer end-to-end.

« TLS s an IETF standards track protocol

« The TLS protocol allows client/server applications to
communicate across a network in a way designed to prevent
eavesdropping and tampering. TLS provides endpoint
authentication and communications confidentiality over the
Internet using cryptography. TLS provides RSA security with
1024 and 2048 bit strengths.



